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Enterprise Security Program
	Security plays a critical role in every organization. Therefore, with the significant security threats at Lopes manufacturing, the company has faced significant challenges, including loss of finances, decreased competitive advantage and employees lacking awareness of the security threats. The purpose of this paper will focus on explaining the information security program of Lopes manufacturing. Also, the paper will address the infrastructure policies and security requirements because Lopes is determined to ensure safety in their systems, clients and employee information; this will make them concentrate on the design of efficient products that will make them earn a competitive advantage. Therefore, the primary elements of the program comprise security awareness, disaster recovery, security operation centre, incident management, user permission, identity and access management, security engineering, provision processes, policy management and risk management program. All these components were selected based on the security threats facing Lopes Manufacturing, including email phishing and viruses. Also, the implementation team of the program includes the information security team of the company.
Security Awareness
	Data is crucial in every organization so does Lopes Manufacturing. Under security awareness, employees of Lope manufacturing will have to be provided with efficient information on how they can realize an attack. Shukla et al. (2020) stated that security awareness has significant benefits because it ensures the employees and associated staff data are kept safe and secure. Lopes Manufacturing can protect itself by providing security training to the relevant staff that handles the company data. The training will also be extended to internet users to secure the organization's infrastructure from attacks. Similarly, Lopes Manufacturing will allow employees only to use antivirus approved by the company information security team.
Incident Management
	This component is essential for allowing the security team to respond to the situation that interferes with security. When an employee realizes or suspects an occurrence linked to a security issue, they should inform the security team immediately and provide all the information. Therefore, the incident management team will then concentrate on the details, research all the probable security activities, and evaluate the risks and circumstances. Line & Albrechtsen (2016) claimed that the incident management team usually focuses on the company's events in recognizing, evaluating and responding to activities to stop other re-occurrences. 
Risk Management
	Lopes Manufacturing is focusing on the development of big systems and thus having a high probability of risks. Therefore, it will be essential to have an effective risk management plan that is attentive and precisely develop and safeguard their infrastructure to secure all clients and employees. Adekanye & Rahman (2018) posit that risk management practices ensure that the company can identify the parts that require attention and enhance the decision-making process because of the access to quality and more helpful data. 
Disaster Recovery
	Lopes Manufacturing needs to develop essential practices that they can use when disaster happens. Lopes Manufacturing has clients and employee data and trade secrets that must be protected; however, when a disaster happens that can result in loss of data or release of trade secrets, then proper plans must be initiated. For instance, the plans to evaluate the conditions, reduce more losses, make clients aware of the situation, and compensate for the disaster. Nevertheless, the investigation by the security and legal team will find the cause of the disaster and if it were an employee, they would have to face the consequences.
Identity and Access Management
Lopes Manufacturing will be collecting their client’s information online as well as through electronic communication. The clients’ data will be protected by the electronic communication privacy act (ECPA), established in 1986 (Walker, 2018). Therefore, this act necessitates firm protection and privacy of the customer information. Electronic privacy focuses more on the data shared electronically; therefore, considering that Lopes Manufacturing has an online website where clients can communicate their information, it is essential to protect its access by unauthorized individuals.
Provisioning Process
This component is also important for Lopes Manufacturing because it provides the employees and customers with a secure environment where they can share reports and orders to be delivered as well as payment efficiently. For instance, the proper email server and website provision will ensure they can develop a safe online environment that will permit customers to see their orders and payment details. Furthermore, through this process, the company can present significant information such as the progress of the orders to the customers. 
Security Operations Center
Lopes Manufacturing security team will use security operations strategies to reduce the damages by monitoring their systems. Shukla et al. (2020) argue that a security operations centre is established to oversee security openings before they occur or reduce the harm done by the breaches when they occur. Therefore, the security team will have to check the abnormality in the Lopes Manufacturing system by utilizing the advanced technologies that permit them to monitor the traffic. Also, active checking’s are done every day to allow the shield of all the data as well as guarantee security in the company’s database.
Security Engineering
Lopes Manufacturing is enthusiastic about developing safe, protected and reliable systems to allow their customers and employees to place their orders, process payments and share information. Nevertheless, Ross et al. (2016) stated that a protected company is founded by well-trained personnel. Therefore, Lopes Manufacturing is focused on providing adequate training to their security engineers on developing and maintaining the systems to enable a safe exchange of information in the company. Moreover, engineers need to know about testing integrity and reducing redundancy in the system.
Policy Management
[bookmark: _GoBack]Alshaikh et al. (2016) highlight that suitable policy management is critical to the working and effective security team. Therefore, Lopes Manufacturing uses policy managers to rapidly and straightforwardly develop and accomplish a security policy to sufficiently safeguard information and make an operative system to be used by the customers and employees. Nevertheless, creating appropriate policy management jolts at the initial stages and selecting the suitable models to guide them in compliance for and endorsing the policies efficiently. The policies also ensure proper operation in Lopes Manufacturing.
User Permissions
Lopes Manufacturing will have several phases of security that will be utilized on the user’s side based on the required access of data. For instance, the customers will only be required to see their financial data and orders as well as progress on their order. Nevertheless, different employees will have varying access to information based on their level. Also, the company can configure and manage these permissions to the users online and on the ground. Environment. Besides, eradicating the chances of a data breach at this level will remove the risks of losing data.
In summation, every company needs to have a good security policy that will efficiently protect their employees, clients and company data. Therefore, every component explained in the paper have their security function. Moreover, Lopes Manufacturing has its security and engineers who are continually scanning and checking for interruptions. Also, policies will be developed and implemented for every worker to guarantee that everyone is aware of probable risks to the company. Access rules will certify that only approved individuals access the system and ensure other people cannot access it. Nonetheless, other employees will have access to assigned tasks and not to the data. Generally, these components safeguard all people to guarantee data does not go to the wrong people.
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